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INIOJIMTUKA
MyHMIMTIAJILHOTO OKOIKETHOI0 JOMIKOJbHOI0 00Pa30BaTEJIbHOI0
yupe:xknaenus aerckuii cag Ne 18 (MBIOY Ne 18)
B OTHOIIEHHH 00pa0OTKH MHPOPMALIMH M NIEPCOHAIBbHBIX JAHHBIX



1. TepMuHbI 1 onpeIEACHUS

[Mepconanbubie nannbie (I1/JH) - mro6as naGOpMAIUs, OTHOCSIIASLCS K IPSIMO
WJIM KOCBEHHO OTIPEICIEHHOMY WJIH OTlpeieisieMoMy (hU3HUeCcKOMY JIUILY (CYOBEeKTy
[1/1n).

Oneparop - rocy1apCTBEHHBIN OpraH, MyHUIIMITAJIBHBIA OpraH, FOPUANYECKOE
Wi (pu3ndyeckoe U0, CAMOCTOSTENIBHO WM COBMECTHO C JIPYTMMHU JIMIIAMU
opraHu3yromuye u (Wad) ocymecTBistomue obpadotky IIJIH, a Takxke
onpenensronme 1eaun oopadborku I1H, cocraB I1JIH, momnexanux oO6paboTke,
nercTBus (omeparuu), copepiiaemseie ¢ I1/1H.

O6padoTka [1]1H - mro60e aeiicTBue (onepariys) Uik COBOKYITHOCTh JIEHCTBHIMA
(omeparuit), coBEpIIa€MbIX C HCIOJb30BAaHUEM CPEACTB aBTOMATHU3aIMU WK O€3
UCIIOJB30BaHus Takux cpeacts ¢ [1J1H, BkiItodas cOop, 3amuch, CUCTEMAaTH3AIIMIO,
HAKOIUICHUE, XpaHEHHE, YTOYHeHHE (OOHOBJICHUE, HU3MEHEHHUE), HU3BJICUYCHUE,
UCIIOJIb30BaHUE, TNepenady (pacnpocTpaHEHHe, MpeAOCTaBI€HUE, JOCTYII),
o0e3/InuuBaHue, OJIOKMpOBaHUE, yaneHue, yunutoxxenne [1/1x.

ABtoMatu3upoBanHas oOpabotka II/IlH - oOpabotka II/lH ¢ momomibto
CPEICTB BHIYUCIUTEIHLHON TEXHUKH.

Pacnpoctpanenue II/IH - nevicTBus, HampaBieHHble Ha packpeithe [1/[H
HEOIPEAECICHHOMY KPYTY JIMII.

IIpenocrasnenue II/IH - neiicTBus, HampasieHHble Ha packpbithe II/1H
ONpEICICHHOMY JIMILYy WJIH ONPEICIEHHOMY KpPYyTY JIUII.

brnoxupoanue II/ln - BpemenHoe mnpekpamienue oOpabotrku I[IJIn (3a
UCKIIFOUCHHUEM CITydaeB, eciiu o0paboTka HeoOxoauma aiig yrounenus [1/1H).

Yuauuroxenue IIJIH - pgedcTBusg, B pe3yabTare KOTOPBIX CTAHOBUTCSA
HEBO3MOXHBIM BoccTaHOBUTH coaepxkanue [1/In B UCIIIH u (wnm) B pesyabTare
KOTOPBIX YHUUYTOXKAIOTCS MaTepuaibHbie HocuTenu [1/1H.

Oo6eznuuuBanue IIJ[H - nedcTBUs, B pe3yJbTaTe€ KOTOPBIX CTAHOBHUTCS
HEBO3MOXHBIM 0€3 HMCIOJIb30BAHUS JIOMOJHUTEILHON WH(OpMAIMKU ONPEACIUTh
npuHaaiiexHocTs [1J][H konkpeTHoMy cyObekTy T1/1H.

Tpancrpannunas mnepegaua I[I/IH - mnepemava IIJ[H Ha TeppuTOpHIO
MHOCTPAHHOTO TOCYJapCTBa OpraHy BJIACTH HWHOCTPAHHOIO TIOCYJIapCTBa,
WHOCTPAaHHOMY (PU3MUYECKOMY JIMITY WM HHOCTPAHHOMY IOPUTUIECKOMY JIUILY.

2. Ha3znauenwue u nmpaBoBasi OCHOBA JOKYMEHTA

[Torutuka MBZIOY Ne 18 (manee mo Tekcty — IlonuTuka) ompenenser
CUCTEMY B3IJISIIOB Ha Ipodiemy obecnieuenus 6e3omacuoctu [1J1H u mpencrasuser
co00# CHCTEMaTU3UPOBAHHOE W3JIOKECHHUE IIEJIe M 3a7ad 3alUThl, KaK OJTHO WJIH
HECKOJIbKO TMpaBWJI, MPOUEAYpP, MPAKTUYECKHX MPHUEMOB U PYKOBOIAIIUX
OPUHIMIOB B oOmacth  MHGOPMAIMOHHOM  0O€30MacHOCTH,  KOTOPHIMHU
pykoBoactByercs MBZIOY Ne 18 B cBoel HEATENBHOCTH, @ TAKKE OCHOBHBIX
MPUHIIUIIOB TTOCTPOCHMS, OPTraHU3aIMOHHBIX, TEXHOJOTHYECKUX U MPOLETYPHBIX
acneKkToB obecreueHrs 0€30MacHOCTH HHPOPMALIUH.

3akoHoaTeILHON OCHOBOM Hactosdien [lomutuku asnsrorcs Koncruryims
Poccuiickonn ®epnepanmu, ['paxknaHCkui, YTOJOBHbIM KOAEKChl, DenepanbHbIn
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3akoH OT 27.07.2006 Ne 152-®3 «O nepcoHanbHbIX AaHHBIX», DeaepanbHblid 3aKOH
P® ot 27.07.2006 Ne 149-03 «O6 undopmaimu, “HPOPMAITMOHHBIX TEXHOJIOTHSX
U 3aiuTe uHopMalmumn», 3aKOHbI, YKa3bl, IOCTAHOBJICHHUS, IPyTrHe HOPMATUBHbBIE
JOKYMEHTBI ~ JEHWCTBYIOIIEro  3akoHomarenbcTBa Poccuiickonn ~ Denepanmu,
nokyMeHTbl @CTIK u ®Ch Poccun.

Ucnonws3oBanne nanHou [loMWMTHKHA B KadyeCTBE OCHOBBI I MOCTPOCHUS
KOMIUIEKCHON cucTeMbl MH(popMalnoHHoU Oe3omacHoctu uHpopmanuu MBJIOY
Ne 18 mo3BOIUT ONITUMUZUPOBATH 3aTPATHI HA €€ MOCTPOCHHUE.

[Ipu paspabotke IlonuUTHKKM y4UTHIBAIUCH OCHOBHBIE MPUHLMUIIBI CO3/IaHUS
KOMILJIEKCHBIX CHCTEM OOecredeHus: 6€30MacHOCTH MHPOPMAIIUU, XapaKTEPUCTUKU
U BO3MOXKHOCTH OPraHU3AIMOHHO-TEXHUYECKMX METOJJOB U COBPEMEHHBIX
anmapaTHO-IPOrPAMMHBIX  CPEJCTB  3alllUThl W TMPOTHUBOJCUCTBHUS  yrpo3am
6e3omacHOCTH UH(POPMAITUH.

OcHoBHble monoxkeHust llonmuTuku  Oa3upyrOTCs HA  KAavye€CTBEHHOM
OCMBICJIEHUU BOIIPOCOB 0€30MaCHOCTH MH(POPMALIMM U HE 3aTPAaruBarOT BOIPOCOB
SKOHOMHUYECKOTO  (KOJMYECTBEHHOI0) aHajiu3a pPHUCKOB U OOOCHOBaHUS
HEOOXOIMMBIX 3aTpaT Ha 3allIUTy UH(OPMALIIH.

3. OCHOBHBIMH 00BEKTaMU CUCTEMBI Oe3omacHocTr nHpopmarmu B MBJIOY
No 18

— HH(OPMAaLMOHHBIE PECYPCHl C OTPaHUYEHHBIM JOCTYIIOM, COJAEpIKallue
[Tl 1 comyTCTBYIOIIYI0 HH(OPMAILINIO, HE COCTABISAIOILYIO T'OCYIapCTBEHHYIO
TaiiHy, B TOM YHUCJIE€ O POAUBIINXCS U 3apPETUCTPUPOBAHHBIX MO MECTY >KUTEIHCTBA
oOyyJarommxcs, a TaKKe CBeJICHHs 000 BcexX dTarnax o0yueHus JIeTeH;

— npouecchl 00paboTkH HHPOpMALMK B HWH(MOPMAIMOHHBIX CHCTEMaXx
MBJIOY Ne 18 undopmanimoHHble TEXHOJIOTHUH, PETIIAMEHTBI U TIPOLIEAYPhI cOOpa,
00pabOTKM, XpaHEHHs M TMepeaadyd WHGOpPMalMHU, IEePCOHAN IMOJIb30BaTENEH
CUCTEMBI U €€ 00CITy>KMBAIOILIMI IEPCOHAT;

— uHpOpMaIMOHHAsA HHPPACTPYKTypa, BKIIIOUAIOIIAs] CUCTEMbl 00paOOTKH U
aHanu3a WHGOpPMAINK, TEXHUYECKHE M MPOrPaMMHBIE CPEIICTBA €€ 00paldOoTKH,
nepeadyd U OTOOpa)KeHUs, B TOM 4YHCIIe KaHaibl MHPOPMAIMOHHOTO OOMEHa U
TEJICKOMMYHUKAIIMA, CUCTEMBbI M CPEACTBA 3allUThl WHMOpPMAIUU, OOBEKTHI U
NOMEIIEHUS,, B KOTOPBIX PACIIOJIOKEHbI TEXHUYECKHUE CcpeAcTBa 0O0pabOTKU
uH(bopManuu.

4. InTepechl 3aTparuBaeMbiX CyObeKTOB MH(POPMALIMOHHBIX OTHOILIEHUN

CyObektaMu  MH(OpPMAIMOHHBIX  OTHOUIEHWH  mpu  obOecreueHuu
oe3onacHoctu uHpopmaruu MBJIOY Ne 18 sBistoTCs:

— MBZIOY Ne 18, kak COOCTBEHHHK WH(POPMAIIUOHHBIX PECYPCOB H
TEXHUYECKUX CPEJCTB 00paboTKa MHGOPMAIIHH;

— CyObeKkThl TEPCOHANBHBIX JaHHBIX, B TOM YHCIE POAMUBIIHECST W
3aperuCTPUPOBAHHBIC IO MECTY JKUTEIbCTBA (0OyUaronuecs).

[lepeuriciienHble CyOBEKTh HHPOPMAIIMOHHBIX OTHOIIEHUN 3aUHTEPECOBAHBI
B 00€CIEUCHUH:

— CBOEBPEMEHHOTO JOCTyMa K He00X01uMoi uHGopMaIuu (JOCTYIMHOCTD);



— JIOCTOBEPHOCTH (TOJHOTHI, TOYHOCTH, aJE€KBATHOCTHU, LIEIOCTHOCTH)
uHbOpMaInu;

— KoH(puACHIIMATBLHOCTH (COXpaHEHHS B TaliHe) HMH(POpMAITUH;

— 3alIUThl OT HAaBS3BIBAHUS UM JIOXKHOW (HEZOCTOBEPHOM, MCKaKEHHOM)
uHpopMaruy;

— pa3rpaHUYCHUS] OTBETCTBEHHOCTH 33 HAPYIICHHS MX MpaB (MHTEPECOB) H
YCTaHOBJICHHBIX MPaBWJI 0OpaIleHus ¢ HHpopMaIei;

— BO3MOXHOCTU OCYIIECTBJICHHSI HEMPEPHIBHOTO KOHTPOJISI M YIPABJICHHUS
nporieccaMu 00paboTKHU U niepeaayr HHGOpMaIluH;

— 3alIUThI MH(POPMAIIMU OT HE3AKOHHOTO PACTIPOCTPAHECHHUS.

4.1. llenu 3amIUTHI

OCHOBHOI1 11€JIbI0, Ha JIOCTHKEHUE KOTOPOM HAMpaBJICHBI BCE IMOJIOKEHUS
Hactosimer  [lomuTukm, sBISeTCsl  3amuTa  CyOBEKTOB  HMH(DOPMAIMOHHBIX
otHomieHn MBJIOY Ne 18 0T BO3MOXHOrO HAHECEHHS WM MAaTEPHUAIBHOTIO,
¢buznyecKoro, MOpajIbHOTO HIIM MHOTO YyIIepOa, MOCPEACTBOM CIy4aifHOTO WIIH
NpEeTHAMEPEHHOTO BO3JCHCTBUSA Ha WHGOPMAIMIO, MX HOCHUTENH, TMPOIECCHI
00pabOTKH U Mepeaayu.

VYka3aHHas 1eNb JOCTUTAETCS MOCPEICTBOM OOECIEUEHHUsI U MOCTOSHHOTO
MOJIJIEP>KaHUS CIETYIONTUX CBOMCTB MH(OPMAIIUH:

— JIOCTYMHOCTA  JJIsi  JIETAJIbHBIX  TOJIb30BaTelel  (yCTOMYMBOTO
dbynkuuonupoBanusi uHdopmaimonusix cucteM MBJIOY Noe 18, mpu koTtopom
MOJIb30BATEIM MMEIOT BO3MOXKHOCThH TOJNyYEeHHs] HEOOXOIMMON WHMOpMAIUu U
pe3yNbTaTOB PEIICHUS 3a/1a4 3a MpUeMIIeMOe /IJIsl HUX Bpemsi);

— ILIEJIOCTHOCTH MW ayTEHTUYHOCTH (moaTBepxkaeHue astopctBa) I[I1/1H,
XpaHUMBIX U 00pabaTeiBaeMbIX B MH(popManmoHHbIx cucreMax MBJIOY Ne 18 u
Mepe1aBaeMoi o KaHajaaM CBSI3H;

— KOHGUIEHIIMATBLHOCTH - COXPAHEHHMs B TalHE OMpPENeNICHHON dYacTH
uHdopMaIuu, XpaHUMOi1, 00padaThIBaEMOil U MepejaBaeMoi 10 KaHajlaM CBS3H.

Heo6xoaumbrii YPOBEHb JIOCTYITHOCTH, LIEJIOCTHOCTH 151
KOH(DUICHIIMATBHOCTH ~ MHGOpMAIMK  O00ECMEYMBACTCSI  COOTBETCTBYIOIIUMU
MHO’KECTBY 3HAYUMBIX yTPO3 METOJAAMH U CPEICTBAMHU.

4.2.  OCHOBHBIE 33Jl1a4u CUCTEMbI 00ecrieueHust 0€30MacHOCTH HHGOPMALIUH

JIis TOCTIKEHUST OCHOBHOM II€NIM 3aIIUThI M OOECTCUeHUs] yKa3aHHBIX
CBOMCTB HMH(OpMAIMKM CcHCTeMa obOecreueHus: WHHOPMAIMOHHONW O€30MacHOCTH
MBJIOY Ne 18 noskHa obecrieurnBaTh 3G (PEKTUBHOE PEIICHUE CISAYIONINX 3a1a4:

— CBOEBPEMEHHOE BBISBIICHHUE, OIICHKA M TMPOTHO3MPOBAHWE HCTOYHUKOB
yrpo3 UHGOPMAIIMOHHON 0€30MacHOCTH, MPUYUH U YCIOBUH, CIIOCOOCTBYIOIIMX
HAHECEHUIO  ymiep0a  3aMHTEPECOBAHHBIM  CyOBbEKTaM  WH()OPMAIMOHHBIX
OTHOIIECHUH, HAPYIICHUI0 HOPMAIBHOTO (DYHKITMOHMPOBAHUS WH(OOPMAITMOHHBIX
CHUCTEM,;

— CO3[JaHMEe MEXaHW3Ma OIEepPaTHBHOIO pEarnpoBaHHUs Ha  yTPO3bl
0e30macHOCTH MH(OPMAIIMY U HETraTUBHBIE TEH ICHIIUU;

— CO3/IaHHWE€ YCIOBUU IS MUHUMHU3AINNA W JIOKAJIU3AIUH HAHOCHMOTO
yimiepba HENPaBOMEPHBIMU ACHUCTBUSAMU (DU3NYECKUX U IOPUANYECKUX JIUII,



oclla0JIeHhe HETaTUBHOIO BIIMAHMS M JIMKBUAAIMS TOCIEICTBUNA HapyIICHUS
Oe3omacHoCcTH HH(POPMALIUY;

— 3aIlIUTy OT  BMEMIAaTeJIbCTBA B  Mpolecc  (PYHKIHMOHUPOBAHUSA
WH()OPMAITMOHHBIX CHUCTEM IMOCTOPOHHUX JHUIl (JOCTYynm K WH(GOPMAIMOHHBIM
pecypcaM JOJKHBI UMETh TOJIBKO 3apErUCTPUPOBAHHBIE B YCTAHOBIEHHOM MOPSIKE
M0JIb30BATEIH );

— pa3rpaHuWYeHHE JIOCTyHa  MOoJb30Bareled K  MHPOPMALUOHHBIM,
anmnapaTHbIM, MporpaMMHbIM U HHBIM pecypcam MBJIOY Ne 18 (BO3MOXXHOCTH
JIOCTYIa TOJBKO K TEM PecypcaM M BBINOJHEHHUS TOJBKO T€X OIepaluil ¢ HUMH,
KOTOpbIE HEOOXOJIUMBbI KOHKPETHBIM IMOJIH30BATEISIM JJIS BBIIIOJHEHUS CBOUX
CITy>K€OHBIX 00S3aHHOCTEH ), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

— o0ecrieyeHue ayTeHTU(UKAIMU  [OJb30BATENEH, Yy4YacTBYIOIIMX B
nHpOopMaIIMOHHOM OOMEHe (MOATBEPKICHUE TMOJJIMHHOCTH OTIPABUTENS U
noJryyatesis uHpopMaiun);

— 3alIUTYy OT HECAHKIMOHMPOBAHHON MOJU(DHUKAIMKA HMCIOJIb3YEeMbIX B
uHpopmarmonubix cucremax MBJIOY Ne 18 mporpamMmHBIX CpelncTB, a Takxke
3aIIUTY CHCTEMBbI OT BHEJAPEHUS HECAHKIIMOHUPOBAHHBIX IPOrPAMM, BKIKOYAs
KOMITBIOTEPHBIC BUPYCHI;

— 3a0UTYy HMHPOPMAlUHUU OrPAHUYEHHOTO IOJIb30BAHUS OT YTEUKH IO
TEXHUYECKUM KaHalaM IpH ee 00paboTKe, XpaHEHUH U Mepeade 1o KaHajaaM CBSI3U.

4.3. OCHOBHBIC ITyTH PEIICHUS 33729 CUCTEMBI 3aITUTHI

[TocTaBneHHbIE OCHOBHBIE LIETU 3aIUTHI U PELUICHUE MEPEYUCICHHBIX BBIIIE
3a/1a4 JJOCTUTAIOTCS:

— CTPOTHM YUYETOM BCEX MOJJICKAIINX 3aAIIUTE PECypPCOB HHPOPMAIIMOHHBIX
cucteM MBJIOY Ne 18 (undopmanmu, 3amad, JOKYMEHTOB, KaHAaJOB CBSI3H,
CEpBEPOB, aBTOMATU3UPOBAHHBIX PAOOUUX MECT);

— KypHaJIUpOBAHUEM JEUCTBUI IIepcoHaIa, OCYILECTBIISIOLIETO
oOciykuBaHUE ¥ MOJAU(PUKAIUMIO TPOTPAMMHBIX M TEXHUUYECKUX CPEJICTB
WH(POPMAITMOHHBIX CUCTEM;

— TOJIHOTOM, pealbHOW BBINOJHUMOCTBIO W  HENPOTUBOPEUYUBOCTHIO
TpeOOBaHMI OpraHU3alMOHHO-PACTIOPSANTENbHBIX JoKyMeHTOB MBJIOY Neo 18 mo
BOIpocaM oOecrieueHusi 6€30MmacHOCTH HH(OPMAITUH;

— TOJATOTOBKOM JOJKHOCTHBIX JIMI[ (COTPYAHUKOB), OTBETCTBEHHBIX 3a
OpraHu3allii0 ¥ OCYUIECTBICHUE MPAKTUYECKUX MEPOINPHUATUN MO 00ECTeUEHUIO
oe3omnacHoctu [1JIH 1 mporieccoB ux 06padbOTKH;

— HAJEJEHUEM KaXJOro COTpyAHUKa (MOJB30BaTENsl) MHUHUMAIIBHO
HEOOXOJMMMBIMU IS BBITIOJIHEHUSI UM CBOUX (DYHKIIMOHANBHBIX OOS3aHHOCTEH
MOJITHOMOYHSIMH TIO JIOCTYTy K MH(popManroHHbM pecypcam MBJIOY Ne 18;

— YETKMM 3HAaHUEM M CTPOTMM COOJIIOJICHMEM BCEMHU I10JIb30BATEISIMU
uHpopmanmonusix cucteM MBJIOY Ne 18 tpeboBaHuii opraHu3zalOHHO-
pacropsIuTeNbHBIX JTOKYMEHTOB II0 Bompocam oOecrnedueHus: Oe30MacHOCTH
nHpopMamu;



— IMEPCOHAIBHOM  OTBETCTBEHHOCTBIO 32 CBOM  JECWCTBHUS  KaXIOTO
COTPYJIHHKA, B paMKaX CBOMX (DYHKIIMOHAJIBHBIX 00SA3aHHOCTEH MMEIOIIETO JOCTY
K nH(popmannoHHsM pecypcam MB/IOY No 18;

— HENPEPBHIBHBIM MOAJIEPKAHUEM HEOOXOAMMOr0 YPOBHS 3alllUIIEHHOCTH
AJIEMEHTOB MH(POPMALIMOHHOM Cpe/Ibl;

— NPUMEHEHHEM (PU3NYECKUX U TEXHMYECKHX (MPOrpaMMHO-aIapaTHBIX)
CPEACTB 3alllUThl PECYpPCOB CHUCTEMBI M HEMPEPHIBHOM aIMUHHCTPATHUBHOMN
MOJJIEP>KKOM X UCIIOJIb30BAHUS;

— 95(Q¢GeKTUBHBIM  KOHTPOJIEM Haa  COOJIIOJCHHEM  TOJb30BATEIISIMH
UHPOPMAIIMOHHBIX pPECYypcoB TpeOOBaHMN 1O obOecrneyeHHo 0e30macHOCTH
uHpopManuy;

— 1opuauueckoit 3ammToit narepecoB MBJIOY Ne 18 npu B3aumoaeincTeuu ¢
BHCIIHUMH OpraHu3anusiMu (CBA3aHHOM ¢ oOMeHOM uHQopmalruel) orT
MPOTUBONPABHBIX JEHUCTBUM, KaK CO CTOPOHBI 3THUX OpraHU3aluid, TaK U OT
HECAaHKIIMOHUPOBAHHBIX JEHCTBUN 00CITY>KMBAIOLIETO MIEPCOHAIA U TPETHHUX JIMII.

5. Iloctpoenne cucreMbl, obOecrieueHre O€30MacHOCTH  HH(pOpMaluu
MBJIOY Ne 18 u ee hyHKIIMOHUPOBAHUE JOJIXKHBI OCYIIECTBIATHCS B COOTBETCTBUU
CO CIEAYIOMIMMHA OCHOBHBIMU MPHUHIIMIIAMMU:

5.1. 3akoHHOCTb

[Ipeanonaraer OCYIIECTBIEHUE 3aLIUTHBIX MEPONPHUATUH U pPa3padOTKy
cuctembl Oe3onacHoctd uHMopmauuu MBJOY Ne 18 B COOTBETCTBUH C
JIEHCTBYIOIIMM 3aKOHOJATEIHCTBOM B O0JACTH 3alUThl WHGOPMAIMU, a TaKXKe
JIPYTUX 3aKOHOJATENbHBIX AaKTOB MO Oe3omacHoct wuHGMopMmaruu PO, ¢
MPUMEHEHUEM BCEX JI0O3BOJICHHBIX METOJOB OOHApPYXEHHS H MPECECYCHUS
npaBoHapyIIeHui npu padote ¢ undopmanuen. [IpuHsaTHIE MEpHI G€30MACHOCTH
[I/IlH He IOMKHBI MPEMSITCTBOBATH AOCTYIY IPABOOXPAHUTEIBHBIX OPraHOB B
MPEAYCMOTPEHHBIX 3aKOHOAATEIBCTBOM CITydasiX.

Bce nonb3oBatend  MHPOPMALMOHHBIX  CHCTEM  JIOJDKHBI ~ HMETh
IpeacTaBlieHre 00 OTBETCTBEHHOCTH 3a NPABOHAPYIICHHS B OOJACTH 3alllMThI
uH(popManuu.

5.2. CucreMHOCTh

CucteMHBI MOJIXOA K TOCTPOCHHUIO CHUCTEMbl 3alllUThl MHGPOPMAIUU B
MBIOVY Ne 18 mpenmnonaraet yuyeT BCeX B3aMMOCBSI3aHHbBIX, B3aUMOAEHCTBYIOIINX
Y U3MEHSIIOIIUXCS BO BPEMEHH 3JIEMEHTOB, YCIOBUM U (DAKTOPOB, 3HAUMMBIX JIJIsI
MOHUMAHUS U PEIICHUs MpoOIeMbl o0ecredeHus: 6e30macHOCTH HH(POpMaITUH.

[Ipu co3manum cUCTEMBI 3alIUTHl JOKHBI YUWUTHIBATHCA BCE Ciadblie H
HamOoJiee YysA3BUMbIE MecTa WH(OPMAIIMOHHBIX CHCTEM, a TakKe Xapakrep,
BO3MOXKHBIE OOBEKTHI M HAMPABIICHUS aTaK Ha HEE CO CTOPOHBI HAPYIIUTEEH
(0cOOEHHO BBHICOKOKBAIM(DUIIMPOBAHHBIX 3JI0yMBIIIJICHHUKOB).

CucrteMa 3allIUThI TOJKHA CTPOUTHCSI C YUETOM HE TOJIBKO BCEX M3BECTHBIX
KaHaJIOB MPOHUKHOBEHUS U HECAHKITMOHUPOBAHHOIO JOCTYyNa K MH(OpMaIINK, HO U
C Y4ETOM BO3MOXKHOCTH TOSIBJICHUSI TIPUHUUMHAIBHO HOBBIX MyTEeH peanu3aiuu
yIpo3 6€30MacHOCTH.

5.3. KowmrmiekcHoCTb



KoMmiekcHoe UCnoab30BaHUE METO/IOB U CPEJICTB 3aLUThl KOMIIBIOTEPHBIX
CUCTEM MPEIIOJIAraeT COIIACOBAHHOE MPUMEHEHUE Pa3HOPOJHBIX CPEACTB IpPH
NOCTPOEHUU LIEJIOCTHOM CHUCTEMBI 3alllMThI, IEPEKPHIBAIOIIEH BCE CYIECTBEHHBIE
(3HAUYMMBIE) KaHAJBI peaIU3alliy YyTPO3 U HE COJIeprKalleil caObIX MECT Ha CTBIKAax
OTJIEIbHBIX €€ KOMIIOHEHTOB. 3alluTa JOJDKHA CTPOUTHCS BIIETOHUPOBAHO.
BuemHas 3ammra  JIOJDKHA  o0ecreuuBaTbesd  (PU3HYECKMMHU  CPEACTBAMU,
OpraHU3allMOHHBIMU U MPABOBBIMU MEpPaMHU.

5.4. HenpepbIBHOCTD 3aIUTHI

ObecnieueHne 0€30MacCHOCTH HMH(OPMALMKA - TPOLECC, OCYIIECTBISIEMbBIN
pykoBojactBoM MBJIOY Ne 18, anmunucTparopoM 6€30macHOCTH MHGOPMALMK U
COTPYJHUKAaMU BCEX YPOBHEHW. DTO HE TOJBKO U HE CTOJBKO MPOLEnypa WM
IIOJINTHKA, KOTOPAsl OCYIIECTBIIAETCS B ONPEIECICHHBIM OTPE30K BPEMEHHU HWIIU
COBOKYIHOCTb CPEJCTB 3aIlMTHI, CKOJIBKO IPOLIECC, KOTOPBIA JTOJKEH IMOCTOSHHO
UATH Ha BceX YpoBHAX BHYTpH MBJIOY Ne 18 u kaxnapld COTPYAHUK HOJDKEH
IpUHUMATh Yy4YacTHE B J3TOM IHpouecce. JleaTenbHOCTh MO 00ECIEUYEHHIO
MH()OPMAITMOHHOW O€30MaCHOCTU SIBJISETCS COCTABHOM YaCThIO MOBCEIHEBHOMN
nestenpHocTh MBJIOY Ne 18. M ee 3(¢ekTHBHOCTh 3aBUCHUT OT Y4acTus
pykoBojactBa MBJIOY Ne 18 B obecrieyeHun MHGOPMALMOHHON O€30MacHOCTH
uH(popManuu.

Kpome Toro, 00JbIIMHCTBY (PM3UYECKUX U TEXHUYECKUX CPEACTB 3aILUTHI
Uit 3((GEKTUBHOTO BBIMOJHEHUS CBOUMX (YHKUMH HE0OXoIuMMa TIOCTOSIHHAs
OpraHu3alMoHHas (aJAMMHUCTPATHUBHAsI) MOAJEpP)KKAa (CBOEBpEMEHHas CMEHa MU
o0ecrieueHne NPAaBWIBHOTO XpaHEHHWs W NPUMEHEHHS HWMEH, MapoJieH,
nepeonpeeneHie noaJHoMounid U T.11.). IlepepsiBbl B paboTe CpencTB 3aliuThl
MOTYT OBITh HCHOJb30BaHbl 3JIOYMBIIIJICHHUKAMHU JUJIsl aHaju3a HPUMEHSEMBbIX
METOJOB W CPEICTB 3aIIWTHI, ISl BHEAPEHHs CIEHHUAIBHBIX IPOTrPaMMHBIX U
anIapaTHbIX "3aKJIaJ0K" ¥ APYTUX CPEACTB IPEOIOJIEHUS 3AUTHI.

5.5. CBOEBpEMEHHOCTh

[Ipeanonaraer ynpexaarolmui xapakTep Mep oOecredeHHsl 0e30MacHOCTH
uH(pOopMaIMK, TO €CTh MOCTAHOBKY 3aj1a4 10 KOMILIEKCHOM 3alluTe nH(popManuu u
peanuzanuo Mep oOecrieyeHus: 0€30MacCHOCTH MH(OpPMALMK HAa PAHHHUX CTaJAMIX
pa3pabOoTK1 MH()OPMAIMOHHBIX CUCTEM B LIEJIOM U UX CUCTEM 3aILLUTHI, B YACTHOCTH.

Pa3paboTka cucTeMbl 3alUThI JOHKHA BECTUCH NMApaJLIENBHO € pa3pabOTKOM
U Pa3BUTHEM CAMHX 3alllUIIAeMbIX HWH()OPMALMOHHBIX CHUCTEM. DTO MO3BOJIUT
ydecTb TpeOoBaHMs O€30MacHOCTH MPHU TMPOCKTUPOBAHUU APXUTEKTYpPbl H, B
KOHEYHOM CYeTe, co3aaTh Oosiee 3(pdekTrBHBIC (KakK MO 3aTpaTaM pecypcoB, TaK U
[0 CTOMKOCTH) CUCTEMBI, 00JIaJjatoII1e JOCTATOYHBIM YPOBHEM 3alUIIIEHHOCTH.

5.6. IIpeeMCTBEHHOCTh U COBEPILICHCTBOBAHUE

[Ipeanonaraer MOCTOSIHHOE COBEPUIEHCTBOBAHUE MEP M CPEACTB 3AILUTHI
uH(OpMAIMM Ha OCHOBE INMPEEMCTBEHHOCTH OPraHU3alMOHHBIX U TEXHUYECKHX
pelieHunii, KaapoBOTro COCTaBa, aHaldu3a (PYHKUMOHUPOBAHUS HHPOPMALUMOHHBIX
cucteM MBJIOY Ne 18 u cucTeMbl UX 3alATHI C YYETOM U3MEHEHUN B METOAAX U
CpeacTBax mepexBara HH(OpPMalMKU, HOPMATUBHBIX TpeOOBaHUI MO 3alluTe,
JOCTUTHYTOI'O OTEYECTBEHHOT'O U 3apyOE’KHOr0 OIbITA B 3TON 00JIaCTH.

5.7. PazymHas 10CTaTOYHOCTH (IKOHOMHUYECKAS 11€71€CO00Pa3HOCTh)



[Ipenmnonaraer COOTBETCTBUE YPOBHs 3aTpaT Ha o0ecnieueHrne 0e301acHOCTH
uHGOpPMaIIMU 1IEHHOCTH WH(GOPMALMOHHBIX PECYPCOB M BEIUYMHE BO3MOKHOTO
yimepba OT uX pasrialieHusi, yTpaTbl, yYT€UKHU, YHHUUTOXKEHHUS MU HMCKAKEHUS.
Hcnonp3yembie MEphI U CPEeICTBA oOecriedeHus: 6€30macHOCTH WH(POPMAITMOHHBIX
pPECYpPCOB HE JOJKHBI 3aMETHO yXyAIIaTh 3PTOHOMHYECKHE TMOKa3aTean paboThI
KOMIIOHEHTOB HMH(OPMAIIMOHHBIX CcHCTeM. 3nuimmHue wmepbl 0e30macHOCTH,
NOMHMO HKOHOMHUYECKOW HEIPPEKTUBHOCTH, MPHUBOIAT K YTOMIICHHUIO U
pa3apa)KeHUIO epCcoHaIa.

Coznath a0COJIFOTHO HENPEOJOJIMMYIK0 CHUCTEMY 3aIMUTHl MPUHIUIHAIBHO
HEBO3MOXHO. [loka nHpopmanus HaxoauTCsl B OOpallleHUH, IPUHUMAEMbIE MEPbI
MOTYT TOJIbKO CHU3UTh BEPOSATHOCTh HETATUBHBIX BO3JEHCTBUI WU yIIepO OT HHUX,
HO HE HUCKJIIOYUTh HUX MHOJHOCThIO. IIpM 1OCTaTOYHOM KOJIMYECTBE BPEMEHU U
CPEICTB BO3MOXHO TMpEoJoJieTh Jo0yro 3amuTy. [loaToMy uMeeT cMbIch
paccMaTpuBaTh HEKOTOPBIM MPHUEMIIEMBIH YPOBEHb OOECredeHrs Oe30MacHOCTH.
BricokosdpexTrBHas cucTeMa 3allUThl CTOWT JIOPOTO, MCHOJB3YyeT Ipu padbore
CYIIECTBEHHYIO YaCTh PECYPCOB U MOXKET CO3/1aBaTh OILIYyTUMBIE JOMOJIHUTEIbHBIC
HEy/I00CTBa TMOJb30BaTENsIM. BakHO MpaBWIBHO BBIOpPATh TOT JOCTATOYHBIN
YPOBEHB 3aIUTHI, IPU KOTOPOM 3aTpaThl, pUCK U pa3Mep BO3MOXKHOTO yIiepOa
ObLIIM OBl IPHEMIIEMBIMU.

5.8. [IlepconanpHasi OTBETCTBEHHOCTh

[Ipenmnosnaraet Bo3/10K€HHE OTBETCTBEHHOCTH 3a o0ecreueHne 0€301acHOCTH
uHGOpPMAIIMU U CUCTEMBI UX 00pabOTKM Ha Ka)KJOT0 COTPYIHHUKA B Ipelenax ero
NOJHOMOYMM. B COOTBETCTBMM € 3TUM NPHUHLMIIOM paclpelesieHue NpaB u
00s13aHHOCTEW COTPYAHUKOB CTPOUTCS TaKUM 00pa3oM, YTOOBI B Cilydae JHOOO0Tro
HapyIIeHHUs KPyT BUHOBHUKOB ObLT YETKO M3BECTEH WJIM CBEIEH K MUHUMYMY.

5.9. MunnMuzanus MoJIHOMOYHHN

O3HayaeT MpeAoCTaBICHHE MOJIH30BATEISIM MUHUMANIBHBIX MpaB JAOCTYMa B
COOTBETCTBHUH CO CITY:K€OHON HEoOXoauMOcThI0. [JocTyn k mHbopMauu A0HKEH
MPENOCTABIATECA TOJNBKO B TOM Ccllydae€ M O0bEME, €ClId 3TO HEOOXOIUMO
COTPYIHUKY IIJIsl BBIMIOJIHEHHUS €r0 JOKHOCTHBIX 00sI3aHHOCTEH.

5.10. HckintoueHne KOHQIIMKTa HHTEPECOB (pa3aesneHne PyHKIuN)

OddextuBHas cucrtema obOecrneueHUss HHPOPMALMOHHON O0e30MacHOCTU
MpeAnojaraeT 4eTkoe paslielieHue OO0sI3aHHOCTEH COTPYAHUKOB M HMCKIIIOUYEHUE
CUTyalui, Korjna cdepa OTBETCTBEHHOCTH COTPYIAHHKOB JOMYCKaeT KOHMIUKT
uHTepecoB. Cdepbl MOTEHIMATBHBIX KOH(JIUKTOB JOJKHBI  BBISBISTHCS,
MUHUMHU3UPOBATHCA, M HAXOIUTCS TMOJ CTPOTUM HE3aBUCHUMBIM KOHTPOJIEM.
Peanuzaius qaHHOTO MPUHIUIIA MTPEIOJIAraeT, YTO HE OJIUH COTPYAHUK HE JTOJIKEH
UMETh MOJHOMOYHH, MO3BOJISIONIUX €MY €IUHOIUYHO OCYLIECTBIIATH BBHITOJIHEHUE
KPUTHYHBIX oTieparuii. Hanenenue COTPYJIHUKOB MOJTHOMOYHSIMH,
MOPOKIAIONIMMH KOH(MIUKT MHTEPECOB, JA€T €My BO3MOXHOCTH TOJTaCOBHIBATH
WHPOPMAITMI0O B KOPBICTHBIX IENSAX WIH C TEM, YTOOBI CKPBITH MPOOJIEMBI HITU
MOHECEHHBIC YOBITKH. {151 CHMKEHHS pUCKa MaHMITYJIHpOBaHUS WHPOpMaIuei n
pUCKa XUIIEHMS, TAKUE IOJTHOMOYUS T0JKHBI B MAKCUMaJIbHO BO3MOYKHOM CTENEHU
OBITh pa3/eleHbl MEXAY Ppa3IMYHBIMU COTPYJHUKAMU WM MOAPA3AEICHUSIMU
VYnpasnenus. HeoO0xoaumo npoBOauTh NEPUOANUYECKUE ITPOBEPKU OOSI3aHHOCTEH,



GyHKUIMNA U JeSTEeIbHOCTH COTPYIHUKOB, BBITOJHSIONMX KIIOYEBbIEe (PYHKIUU C
TE€M, YTOObl OHM HE UMEJIM BO3MOKHOCTH CKPBIBaTh COBEPIICHUE HEMPABOMEPHBIX
nercteuid. Kpome TOro, HeoOXOIMMO MPUHUMATH CHEHUATbHBIE MEPHI 110
HEJOMYLIEHUIO CTOBOPA MEXAY COTPYAHUKAMU.

5.11. B3aumojelicTBUE U COTPYTHUUECTBO

[Ipenmonaraet co3nanue 6maronpusiTHoi atMocdeps! B koyiektuse MBJIOY
Ne 18. B Takoii 00CTaHOBKE COTPYIHHKH JIOJDKHBI OCO3HAHHO COOJIOAATH
YCTaHOBJICHHbIE MPABUJIa U OKA3bIBaTh COACHCTBUE NESITEIILHOCTH aIMUHUCTPATOPA
oe3onacHoct HMHGopManuu. BaxHbiM 31emMeHTOM 3((EKTUBHON CHCTEMBbI
oOecrieuenusi 0e3omacHoctu uHpopmanuu B MBJIOY Neo 18 sBnsercss Bbicokas
KyJbTypa paboTsl ¢ uHopMmauuen. PykoBoactBo MBJIOY Ne 18 Hecer
OTBETCTBEHHOCTbh 3a CTPOroe COOJIIOJICHUE 3TUYECKUX HOPM M CTaHAAapTOB
npo(heCCUOHATBHOM  AESITENbHOCTH, MOAYEPKUBAIOIIEH U JIEMOHCTPUPYIOIIEH
MepcoHaTy Ha BCEX YPOBHAX BAXKHOCTh obOecrnedeHuss HWHGOPMAIMOHHON
oezonacnoctu MBJIOY Ne 18. Bee cotpynariku MBJIOY Ne 18 nomxHbI HOHUMATh
CBOIO pOJIb B Tpolecce obOecreyeHus HWHPOPMAIMOHHON O€30MacHOCTH U
IPUHUMATh y4acTHE B 3TOM mpouecce. HecMoTpss Ha TO, 4TO BBICOKAsl KyJbTypa
oOecrieueHuss THPOPMALIMOHHON 0€30MaCHOCTH HE TapaHTUPYET aBTOMATHYECKOTO
JOCTH)KEHHS 1IeJIeld, €€ OTCYTCTBHE CO3/JaeT OoJIbllIe BO3MOXKHOCTEH s
HapylIeHUs: 0€30NaCHOCTH WK HE OOHAPYKEeHHs (PaKTOB €€ HapyLIEHUSI.

5.12. I'nOKOCTH CHUCTEMBI 3AIUTEI

Cucrema oOecrnieueHuss WHGOPMAIMOHHONW O0€30MacHOCTH JOKHA OBITh
criocoOHa pearupoBaTh Ha U3MEHEHUS BHEIIHEH CPe/bl U YCIOBHM OCYIIECTBICHHUS
YrpaBieHHeEM CBOEU AEATEIbHOCTU. B 4HCIO TaAKUX U3MEHEHU BXOAT:

— M3MEHEHUS OPTaHU3aAlMOHHOM U ITAaTHOM CTPpyKTYypbl MBJIOY No 18;

— U3MEHEHHE CYIIECTBYIOIIMX WJIM BHEAPEHUE NPUHIUIHUAIBHO HOBBIX
WH(POPMAITMOHHBIX CUCTEM;

— HOBBIE TEXHUYECKHUE CPEJICTBA.

CBoiicTBO  THOKOCTM  CHUCTEeMBbl  obOecrnedeHuss  WH(DOpPMAIMOHHON
Oe3omacHOCTH W30aBIsIET B TAaKUX CHUTYallUAX OT HEOOXOIMMOCTH MPUHSATHS
KapIMHAJIBHBIX MEp IO MOJIHOM 3aMEHE CPEACTB U METOJIOB 3aLIUTHI HA HOBBIE, YTO
CHIDKAeT €€ OOIIYI0 CTOMMOCTb.

5.13. OTKpBITOCTH ANTOPUTMOB U MEXAHU3MOB 3aIUThHI

CyTb NpHUHITUIIA OTKPHITOCTH aJITOPUTMOB U MEXAHHU3MOB 3aIUThl COCTOUT B
TOM, 4YTO 3alllUTa HE JOJDKHA OOECleurBaThCsl TOJBKO 32 CYET CEKPETHOCTU
CTPYKTYPHOUM OpraHu3aldd U airopuTMoB (YHKIHOHUPOBAHUS €€ IOJCUCTEM.
3HaHUe aNrOPUTMOB pabOTHI CUCTEMBI 3aIUTHI HE JOHKHO JaBaTh BO3MOKHOCTHU €€
npeooJieHust (axxe aBTopamM). JTO, OJIHAKO, HE O3HA4aeT, uTo uHpopmamus o0
WCITIOJI3yEMBIX CUCTEMAX M MEXaHMW3MaX 3alllUThI JOJHKHA OBITH OOIIEAOCTYITHA.

5.14. IIpocToTa NpUMEHEHUS CPEJICTB 3aIUTHI

MexaHu3Mbl U METOJIbI 3alTUThI JOJDKHBI ObITh MHTYUTUBHO TOHSTHBI H
MPOCTHI B UCIOJIb30BaHUU. [IpuMeHeHue cpeACTB U METOJIOB 3alIUTHI HE JOJIKHO
OBITh CBSI3aHO CO 3HAHHUEM CIEUUAIIBHBIX SI3bIKOB WJIM C BBIIIOJIHEHUEM JICUCTBUM,
TPeOYIOMUX 3HAYNTEIBHBIX JOMOJHUTEIBHBIX TPYA03aTPaT MPU OOBIYHON padoTe



3apEruCTPUPOBAHHBIX TI0JIb30BATENEH, a TakKe He JOKHO TpeOoBaTh OT
MIOJTB30BATEISI BBIMTOJTHEHUS! PYTUHHBIX MAJIOTIOHSATHBIX €My OTICPAITHiA.

5.15. OOOCHOBAaHHOCTb M TEXHUYECKAS PEATU3YEMOCTb

HNupopmaninoHHble TEXHOJOTHH, TEXHUYECKHE U IMPOrpPaMMHBIE CPEJICTBa,
CpeICTBA M MEphl 3allUThl WH(OPMALKUK JODKHBI OBITh pealn30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHUSI HAYKH M TEXHUKHU, OOOCHOBAHBI C TOUKH 3PCHHUS
JOCTHKEHHS 33JJaHHOTO YPOBHS 0€30MacHOCTH WH(GOpPMAIMU U 3KOHOMHUYECKOM
1€J1€CO00Pa3HOCTH, & TAKXKE JIOJKHBI COOTBETCTBOBATH YCTAHOBJICHHBIM HOPMaM U
TpeOOBaHUSIM 110 6€30IaCHOCTH MH(pOpMAITHH.

5.16. Cnenuanu3zaius 1 npodecCUOHaAIN3M

[Ipeanonaraer npuBiedeHUE K pa3pabOTKE CPEACTB U pealu3aluud Mep
3alUThl  MH(OpMAIMU  CHCHHAIU3UPOBAHHBIX  OpraHu3alui,  Hauboiee
HOJIFOTOBJIEHHBIX K KOHKPETHOMY BHIY JIEATEIbHOCTH MO 00ECIEeYeHUIO
0e30MacHOCTH MH(OPMAIMOHHBIX PECYPCOB, HMEIOIIMX OIbBIT MNPAKTUYECKOU
paboThI ¥ TOCYTapCTBEHHYIO JTULEH3HIO HA IIPABO OKA3aHUs YCIYT B 3TOW 00JIACTH.
Peanuzarus atMUHUCTPATUBHBIX MEp M IKCIUTyaTalusl CPEACTB 3alUTHI JODKHA
OCYHIECTBIATHCA  NPO(ECCHOHATBLHO  IMOATOTOBJICHHBIMU  CHELUATHCTAMHU
YnpasneHus.

5.17. O06sA3aTENBLHOCTH KOHTPOJIS

[Ipeanonaraer 0053aT€TLHOCTh M CBOEBPEMEHHOCTH  BBISIBJICHHUS H
MPECEUCHUs] TOMBITOK HAPYUIEHUS YCTAHOBJEHHBIX TMPaBWI, OOECIECYCHUS
0e30macHOCTH HH(OPMALIMK, HA OCHOBE MCIIOJIb3YyEMbIX CUCTEM U CPEACTB 3aIIUTHI
uHdopMaIuu, TPU COBEPIICHCTBOBAHUU KPUTEPUEB M METOJOB  OIICHKHU
3 PEKTUBHOCTH ATUX CUCTEM U CPEJICTB.

KoHTponb 3a AesaTenbHOCThIO JII0OOTO MOJIb30BATENsl, KaXKJI0TO CpPEICTBa
3alMTHl U B OTHOIIECHUU JIFOOOTO 0OBEKTa 3aIIUTHl JOHKEH OCYIIECTBIATHCS Ha
OCHOBE TPUMEHEHUS CPEJCTB OMEPATHBHOTO KOHTPOJS M PErHCTPAIH U JOJIKECH
OXBaThIBaTh KaK HECAHKIMOHHPOBAHHBIC, TaK W CAHKIMOHWUPOBAHHBIC JIEHCTBHS
ITOJIb30BATEIICH.

Kpome Ttoro, sddektuBHas cucrtema obOecrieueHuss HHGOPMAIMOHHON
0e3omacHOCTH TpeOyeT HaauuMs aJeKBaTHOW M BCEOOBEMITIONIEH MH(MOpMAIUU O
TEKYIIEM COCTOSHUU TMPOLIECCOB, CBSI3aHHBIX C JBWKCHMEM HHGMoOpManmmu u
CBEJCHHUI O COOJIIOJICHUN yCTaHOBJICHHBIX HOPMATHBHBIX TPEOOBaHH, a TaKxkKe
JOTIOTHUTENBHOW HMH(POpPMAIIMK, UMEIOIIECH OTHOIIEHWE K MPUHATHIO PEIICHHM.
Nudopmarus momkHa ObITH HAJCKHOW, CBOCBPEMEHHOM, JJOCTYITHON U MPABUIILHO
0 OPMIICHHOM.

Henoctatku cuctembl oOecriedeHus: WHGOPMAITMOHHONW OE€30MAaCHOCTH,
BbIsIBIIEHHBIE coTpyHUKaMu MBJIOY Ne 18, nomkHBI HEMEIJIEHHO TOBOJAUTHCS J10
ceenenusi pykopoautenst MBJIOY Ne 18 u omepaTtuBHO ycTpaHsATbCs. Bompocsl,
KOTOpPhIE  KaXyTCsl  HE3HAUYUTEIBHBIMH, KOTJA  OTHCNBHBIE  TPOIECCHI
paccMaTpuBalOTCS W30JMPOBAHHO, TMPU PACCMOTPEHUH WX HApALy C APYTUMHU
acTieKTaMH MOTYT yKa3aTh Ha OTPHIIATEIbHBIC TCHICHIINH, TPO3SIIINE TePEpacTy B
KpYIHbIE HEJIOCTATKH, €CJIM OHU HE OYIyT CBOEBPEMEHHO YCTPAHEHBI.

6. Mepsl obecniedeHuss HHPOPMAITMOHHON 6€301aCHOCTH



Bce mepsl obecnieuenus 6e3omnacHocTH HHPOpMaImoHHbIX cucteM MBJ/IOY
Ne 18 mogpasnensarorcs Ha:

6.1. 3akoHonmarenbHBIE (MIPABOBBIC) MEPHI 3AIIUTHI

K mpaBoBbIM MepaMm 3alUThl OTHOCSITCSI JACHCTBYIOIIME B CTPAaHE 3aKOHBI,
yKa3bl M HOPMAaTUBHBIC aKTbhl, pPErJaMEHTHUPYIOIIHME TMpaBUia OOpalieHus ¢
uHbopMallMert,  3aKpelviiiolMe  mpaBa W O0S3aHHOCTH  yYaCTHUKOB
UH(GOPMAIIMOHHBIX OTHOILIEHUHN B Mpoliecce WX OOpabOTKM M MCIOJB30BaHUsA, a
TaK)K€ YCTAHABJIMBAIOUIME OTBETCTBEHHOCTh 3a HAPYIICHUS JTUX TPABUIL
[IpaBOBBIE MEpHI 3aIUTHI HOCAT B OCHOBHOM YIIPEXAAIOMINM, TPO(HIaKTHYECKUI
XapakTep U TPeOYIOT MOCTOSIHHON Pa3bsiCHUTEIBHOU PabOThI C MOJIb30BATEISAMU U
00CITy>KHUBAIOIIUM TIepcoHanoM uHpopMannoHHbIx cucteM MBJIOY No 18.

6.2. MopaJlbHO-3TUYECKUE MEPHI 3aILUTHI

K MOpaIbHO-3THYECKMM MepaM OTHOCATCS HOPMBI IIOBEJEHHUS, KOTOpBIE
TPaJAMLIMOHHO CJIOXWINCh WM CKJIAQJbIBAIOTCS 10O MEpE pacupoCTpaHEHUs
MH(OPMAIIMOHHBIX TEXHOJIOTHII B 00IIecTBE. DTHU HOPMbI OONBIIEH YacThIO HE
ABJIAIOTCS 00s13aTE€IbHBIMM, KaK 3aKOHOAATENIbHO YTBEP)KJICHHbIE HOPMATHBHbBIE
aKTbl, OJJHAKO, MX HECOOJIOJEHUE MOXXET MPUBECTH K MAaJCHUI0 aABTOPHUTETA,
IpecTrka 4enoBeka, rpynnsl Jmn uin MBJIOY Ne 18 B menom. MopansHo-
ATUYECKUE HOPMBI OBIBAIOT KaK HEMUCAHBIE, TAK U MTUCAHBIE, TO €CTh O(hOPMIICHHbBIE
B HEKOTOPBIN CBOJ (YyCTaB) MPaBUJI WK NpeAnrcaHruil. MopalbHO-3THYECKHE MEPBI
3alIUTHl SABJISIOTCA NPOQUIAKTHYECKMMH U TPeOYyIOT IMOCTOSHHON paboThl IO
CO3JaHMIO 3I0POBOI'0 MOPAJIBHOIO KJIIMMATa B KOJIJIEKTHBE.

6.3. TexHomoru4yeckue Mephl 3aIUThI

K nanHOMy BuAy Mep 3alUTBI OTHOCSITCS PA3HOrO poAa TEXHOJOIMYECKUE
pEelIeHUs] M TpPUEMBI, OCHOBAaHHBIE Ha MCIOJb30BaHUM HEKOTOPBIX BHJIOB
U30BITOYHOCTH (CTPYKTYPHOU, (DyHKIIMOHATHHOM, HH(OPMAIITMOHHON, BPEMEHHOU 1
T.I.) U HAIIPABJICHHbIC HA YMEHbIIIEHUE BO3MOKHOCTU COBEPIICHUS COTPYAHUKAMU
OLIMOOK ¥ HApYUIEHUI B paMKax NpeJOCTaBICHHBIX UM MIPaB U MOJTHOMOYHUH.

6.4. Opranu3zanroHHbIC (aIMUHACTPATUBHBIE) MEPHI 3AIUTHI

OpranuzanuoHHble (aIMUHUCTPATUBHBIE) MEpPHI 3alUTBl - 3TO MEpHI
OpraHU3alMOHHOTO XapakTepa, periiaMeHTHPYIOLIUe MPOLIECCHI
(YyHKLIMOHUPOBAHUS CHCTEMBbI O00pa0OTKM HMH(POpPMALIMM, HCIOJIb30BAHUE €€
pecypcoB, AESTENbHOCTh OOCIYKMBAIOIIETO IEpPCOHANa, a TakXkKe MOPSIOK
B3aMMOJICUCTBHUS TIOJB30BATENIed C CHUCTEMOM TakuM o0pa3oMm, YTOOBI B
HauOONbIIEH CTENEHU 3aTPYIHUTh WM HUCKIIOYUTh BO3MOXKHOCTH pPeau3alluu
yrpo3 0€30MacHOCTH WM CHU3UTH pa3Mep NOTEPh B Clydae UX pealln3aluu.

6.5. dopmupoBaHHUE MOJIUTHKHA 0€30MaCHOCTH

['maBHas 1€ aJIMMUHHCTPATUBHBIX MEp, MPEANPUHUMACMBIX Ha BBICIIEM
YIPABJICHUYECKOM YpPOBHE - CPOPMHUPOBATH TMOJHUTHKY B 00JacTu oOecreyeHus
oe3onacHocTy MHpOpManKK (OTpaKAOUIYIO MOAXOAbI K 3alluTe MHDOpMALMK) U
00ecreyuTh €€ BBINOJIHEHHUE, BBIACISS HEOOXOJUMBbIE PECYpChbl U KOHTPOJIUPYS
COCTOSIHUE €.

C npakTHYecKOM TOYKM 3peHMs] TOJUTUKY B oOnactu oOecreyeHus
oe3onacHoctu uHpopmanmu B MBJIOY Ne 18 menecooOpazHo pa3OuTh Ha aBa
ypoBHs. K BepxHEMy ypOBHIO OTHOCSITCS PEIICHUs] PYKOBOJICTBA, 3aTParuBaroliye



nestenpHocTh MBJIOY Ne 18 B niesiom. IlonTuka BepxHEro ypoBHs JIOIKHA YETKO
O4YepTUTH cepy BIUSHUSI U OTPAaHUYCHUS MPU ONPEEICHUH 1iesel 0e30MacHOCTH
nH(OpMAIH, ONIPEICTUTh KAaKUMH pecypcaMu (MaTepHaTbHBIMU, CTPYKTYPHBIMH,
OpraHU3allMOHHBIMU) OHU OYAYT JAOCTUTHYTHI, U HAUTH Pa3yMHBI KOMIIPOMHUCC
MEXIy MPUEMIIEMBIM YPOBHEM 0€30MMacHOCTH U (hyHKIIMOHATBHOCTHIO.

[TonuTka HWXHETO YPOBHA, ONpPEACNSeT MNpPOUEAYyphbl, M MpaBUiIa
JTOCTIDKCHHUSI TIeJIeH 1 PeIIeHHs 3a7a9 0€301acHOCTH MHGOPMAIINH U IETaTU3UPYET
(pernmaMeHTHpYyeT) ATH IIpaBUJIa;

— KakoBbl pOJIM M OOSI3aHHOCTH JOJKHOCTHBIX JIMI[, OTBEYAIONIME 3a
MIPOBEICHHUE MOJIUTUKN O€30aCHOCTH UHPOPMALIUU;

— KTO MMEET IpaBa JO0CTyna K WHGOPMAIUH, KTO U NPH KaKUX YCIOBHUSIX
MOXET YUTaTh U MOAUGMUIIMPOBATH UH(POPMALIUY U T.1I.

[TonuTrKa HUKHETO YPOBHS JOJDKHA:

— TIpeaycMaTpHuBaTh periaMeHT UH(OPMAITMOHHBIX OTHOILICHHIA,
MCKJIFOYAIOIINX BO3MO>XHOCTh MIPOU3BOJIbHBIX, MOHOTOJIBHBIX W
HECaHKIIMOHUPOBAHHBIX JCHCTBUN B OTHOIIEHUH UHPOPMAIIMOHHBIX PECYPCOB;

— OMpENeNATh KOAIUIMOHHBIE W HMEPAPXUUYECKUE MPUHIIMIBI U METOJbI
pa3/iesieHHs CEKPETOB U pa3rpaHUUCHHUS JOCTYIA K HH(DOpMaINH;

— BBIOUpaTh IIPOTPaMMHO-TEXHUYECKHE (anmapatHsbIe) CpEACTBa
npotuBogercteuss HCJI, ayreHTudukanuu, aBTOpU3allud, HACHTH(UKAUU U
JPYTUX 3aIIATHBIX MEXaHU3MOB, 00ECIIEUNBAIOIINX TAPAHTUH pealih3aluy MpaB U
OTBETCTBEHHOCTH CYOHEKTOB MH(OPMAITMOHHBIX OTHOIICHHM.

6.6. PernameHTaius 10cTymna B IOMEIICHUS

KommonenTsl MH(QOPMAIMOHHBIX CHCTEM JOJDKHBI  pa3MeliaTbCcs B
MOMEINICHHIX, HAXOJAIIUXCS TOJI OXPAaHOW WJIM HaOIIOJCHUEM, HCKIIOYAOIIUM
BO3MOKHOCTh OECKOHTPOJIHHOTO IPOHUKHOBEHHS B TIOMEIIECHUSI TOCTOPOHHUX JIUI]
U obOecrneunBarouM (HU3UIECKYI0 COXPAHHOCTh HAXOJAIIUXCS B IMOMEIICHUU
3allMIIaeMbIX pecypcoB (HokymMeHToB, APM u T.11.). YOopka Takux nmomemnieHuin
JTIOJKHA TIPOU3BOJUTHCS B IPUCYTCTBUM OTBETCTBEHHOTO COTPY/IHHUKA, 32 KOTOPHIM
3aKpeIyIeHbl JaHHbIE KOMIOHEHTHI, C COOIOJICHUEM MEp, UCKITIOYAIOIINX JOCTYII
MOCTOPOHHMX JIUII K 3alIUIIAEMbIM HHPOPMAITMOHHBIM PECYpPCaM.

Bce mocTtopoHHHMe nMIla JOMYCKAIOTCS B TOMENIEHUS C KOMIIOHEHTaMu
MH()OPMAITMOHHON CUCTEMBI TOJIBKO B MIPUCYTCTBUM COTPYAHUKOB Y IPABJICHUS.

ITo oxoHwyaHuu pabGoyero JHs, MOMEIICHUS, B KOTOPHIX pa3MEIIArOTCs
KOMIOHEHTHI HHpopMaImoHHbIX cucteM MBJIOY Ne 18, momkHBI 3amuparhcsi Ha
KJIF0Y, 10 BO3MOKHOCTH ONE€YaThIBATHCS.

B cnydae ocHamieHus MOMEMIEHUN CPEICTBAMU OXPAHHOM CHUTHAJIM3ALNM, a
TaKXe€ aBTOMATU3UPOBAHHON CUCTEMOM MpHEMa U PErUCTPallii CUTHAJIOB OT 3THX
CPEACTB, MpHUEM-Clladya TAaKWX I[IOMEIICHHN TOJ OXpaHy OCYIIECTBISETCS Ha
OCHOBAHHH CIICIIMAIIBHO pa3pabaThiBaeMON WHCTPYKITUH.

6.7. PernameHTamusi  JOMyCKa  COTPYJHMKOB K  HCIOJIb30BAaHUIO
MH(OPMAIMOHHBIX PECYPCOB



B pamkax pa3zpemmurenbHOl CUCTEMBI (MATPULIbl) TOCTYIIA yCTaHABINBACTCS:
KTO, KOMY, KaKyl0 HH(POPMAIUIO U JJIsl KaKOTO BUJIA TOCTYIIa MOXKET MPEOCTaBUTh
U TIPY KaKUX yCIOBHSIX.

Jlomyck mosib3oBareneit K pabote ¢ *HGOPMAITMOHHBIMU CUCTEMaMHU U IOCTYI
K UX pecypcaM JOJDKeH OBITh CTPOTo perjameHTHpoBaH. JIioOble M3MeHEeHUus
cocTaBa M IOJHOMOYMI TIOJb30BaTENEH IMOJCUCTEM JOJDKHBI IPOU3BOJUTHCS
YCTaHOBJICHHBIM MTOPSIKOM.

YpoBeHb  NOJHOMOYMM  KaXJIOr0  MOJb30BaTeNd  ONPEAENeTcs
WHAMBHUIyaJIbHO, COOJI0as CIIEyIOIINEe TpeOOBaHMS:

— KaX[bl COTPYIHUK MOJIb3YETCS TOJIBKO MPEANNCAHHBIMU EMY IPaBaMU 110
OTHOILIEHUIO K MH(POpPMALIMH, C KOTOPBIMU €MY HE00X01MMa paboTa B COOTBETCTBUU
C JOJDKHOCTHBIMU OOSI3aHHOCTAMHM. Pacuimpenue mpaB JOCTyIa U IPeI0CTaBICHUE
JOCTylla K JIONOJIHUTEIbHBIM HWH(OPMAIIMOHHBIX pecypcaMm, B 00s3aTelIbHOM
NOPSJIKE, JOJDKHO COIVIACOBBIBATBCS C  QJMUHHUCTPATOPpOM  O€30MaCHOCTH
uH(popManuu;

— pykoBoautenb MBJIOY Ne 18 umeer mpaBa Ha mpocMOTp MHGOPMAIIUH
CBOMX NOJYMHEHHBIX TOJIBKO B YCTAaHOBJICHHBIX IIPENENaX B COOTBETCTBUHU CO
CBOMMH JJOJKHOCTHBIMU OOSI3aHHOCTSIMHU.

Bce corpynnuku MBJIOY Ne 18 u o6ciyx’uBaromuii mepcoHat, JOJIKHBI
HECTU NEPCOHAIIBHYIO OTBETCTBEHHOCTD 3a HapyLIEHUS YCTAaHOBJICHHOIO IOPSIKa
0o0pa0oTKH MHGPOpMaLUHU, MNpPaBUI XpaHEHMs, HCIIOJIB30BAHUS U IEperayu
HAXOJAIIUXCS B UX PACHOPSIKEHUHU 3alIMILAeMbIX PECypcoB cucTtembl. Kaxmbiil
COTPYIHUK (IIpU NpueMe Ha padoTy) AOHKEH MOANMCHIBATH O00S3aTENBCTBO O
COOJIIOJIEHUU U OTBETCTBEHHOCTH 3a HapylLIEHUE YCTAHOBIIEHHBIX TPEOOBAaHUH IO
coxpanenuto uHpopmaru MBJIOY Ne 18.

O6padoTtka I1/In B koMnoHeHTax uHpopmaonubix cucteM MBJIOY Ne 18
JOJKHA TIPOU3BOJIUTHCS B COOTBETCTBUU C YTBEPKJICHHBIMU TEXHOJIOTMYECKUMU
UHCTPYKITUSMHU.

6.8. PermameHrtammss TpOLECCOB OOCTY)KMBAaHHMS M  OCYIIECTBIICHHS
MoM(UKAIMK allllapaTHBIX U IPOrPaMMHBIX PECYpCOB

B memsax mnomnmepkanus pexuMa  MHOOPMAIMOHHOW  O€30MacHOCTH
anmapaTHO-NIpOrpaMMHasl KOH(Urypanusi aBTOMaTHU3UPOBAaHHBIX pabO4YMX MecCT
COTPYIHHUKOB YTIPaBJIE€HUS, C KOTOPBIX BO3MOXKEH JOCTYIl K pecypcam
UHGOPMAIIMOHHON CHUCTEMBI, JTOJKHA COOTBETCTBOBATh KPYTy BO3JIOKEHHBIX Ha
JTAHHBIX MOJIb30BaTENEeH (PYHKIIMOHAIBHBIX 00S3aHHOCTEH.

B kommnoHeHTax HWH(POPMALMOHHON CHUCTEMbI W Ha paboyux MecTax
MOJI30BATENEN JIOJDKHBI yCTAHABIMBATBCA U HCIOJNb30BATHCA JIMIEH3MOHHbBIE
pOrpaMMHBIE CPEACTBA.

6.9. OO0ecrneueHre U KOHTPOJIb (PU3MUECKOMN IETOCTHOCTH (HEM3MEHHOCTH
KOH(UTrypalun) anmapaTHbIX peCypcoB

O6opynoBanre MHPOPMALMOHHBIX CHUCTEM, UCIOIB3yEMOE IJisi JOCTyIa U
XpaHeHus: MHQOpMAIMH, K KOTOPOMY JOCTyH OOCTY>KMBAIOILIEro IepcoHaja B
IPOILIECCEe IKCIUTyaTallMi HEe TpeOyeTcs, MOCIe HalIaJOYHBbIX, PEMOHTHBIX U MHBIX
pabdoT, CBA3aHHBIX C JOCTYIIOM K €r0 KOMIIOHEHTaM, JI0JKHO 3aKPbIBATHCS.

6.10. IloxGop u MOAroTOBKA MepcoHana, 00y4eHrne nojab30BaTenen



[Tons3oBaTenun wuHopmanuoHHeix cucteM MBJIOY Ne 18, a Ttakke
PYKOBOASIINNA M OOCIYXMBAIOIIMA TEPCOHAT TOJKHBI OBITh O3HAKOMIIEHBI CO
CBOMM YpPOBHEM IIOJIHOMOYM, & TaKK€ OpraHU3allMOHHO-PACIIOPSAUTEIBHOM,
HOPMATUBHOMW,  TEXHHYECKOM M  DJKCIUIyaTalMOHHOW  JOKyMEHTAalUEH,
omnpeaensoieii TpeboBanus 1 mopsAa0k 0opadotku nHpopmaiuu B MBZIOY Ne 18.

Obecneuenne 0Oe3omacHOCTH HWH(POpPMAIMM  BO3MOXKHO TOJBKO TIOCIIE
BBIPAa0OTKH Yy TIOJIb30BaTEJIC OMpeNeIeHHON KyJIbTypbl pPaOOTHI, T.e. HOPM,
00s13aTENbHBIX JJISI MCIOJHEHUST BCEMH, KTO paboTaeT ¢ HH(POpMAIMOHHBIMU
pecypcamu Ynpasienus. K TakuM HOpMaM MOKHO OTHECTH 3alpenieHue JH0bIX
YMBIIIJIEHHBIX WA HEYMBIIUJICHHBIX JIEUCTBUI, KOTOPbIE HAPYIIAIOT HOPMAaJIbHYIO
paboTy KOMIIOHEHTOB HH(OPMAIMOHHBIX CHUCTEM, BBI3BIBAIOT JOMOJHUTEIbHBIC
3aTpaThl PECypcoB, HapyLIalOT LEJOCTHOCTb XpaHUMOM u oOpabaThiBaeMOi
uHpOpMallMU, HapyIIAlOT MHTEPEChl 3aKOHHBIX MOJb30BaTENEH, BIAJEIbIEB WU
COOCTBEHHHUKOB.

Bce nonb3oBaTenu nHGOPMAIIMOHHBIX CUCTEM JIOJKHBI OBITH 03HAKOMJIEHHI C
OpPraHU3allMOHHO - PAaCHOPAIUTEIbHBIMH JOKYMEHTAaMU 1O OOECIEUYEHHIO
oe3zonacunoctu uHpopmanuu (I1/Jn) MBJIOY Ne 18, B uwactu, ux kacaromieics,
JOJDKHBI 3HATh M HEYKOCHUTENIBHO BBHIMOJIHATH WHCTPYKIIMU W 3HATH OOIIHe
oOs3aHHOCTH 1O olecreueHnto OezonacHocT  uHGpopmanuu. JloBenenue
TpeOOBAHMI YyKa3aHHBIX JOKYMEHTOB [0 JHI, JOMYLIEHHBIX K 00padoTke
3alUIIaeMoi HHPOpMAaIIH, JOKHO OCYIIECTBISATHCS MO/ POCIHCH.

6.11. OTBETCTBEHHOCTh 3a HApyUIEHHUs  YCTAaHOBJIEHHOTO  IOpsaKa
M0JIb30BaHUs pecypcaMy HH(HOPMALMOHHON CUCTEMBbI

Mepa OTBETCTBEHHOCTH IIEPCOHANIA 3a ICVCTBUS, COBEPILCHHBIE B HAPYLIIECHUE
YCTAaHOBJICHHBIX MpaBWyl oOecreueHus 0e30macHoil paboThl ¢ HHPOPMAILUEH,
JOJDKHA ONpENEesIThCsl HAHECEHHBIM YHIEpOOM, HaJU4MeM 3JI0TO YMBbICIA U
Ipyrumu (akTopamu o ycMoTpenuto pykosoactsa MBJIOY Ne 18.

JIist peasiu3aiuu NPUHIMIIA TIEPCOHATBHOM OTBETCTBEHHOCTH MOJIb30BaTENEH
3a CBOU JIEUCTBUS HEOOXOIUMBI:

— WHAMBHUAYyaJdbHAs WUJEHTU(DUKAIMS TOJIb30BaTENIe W MHUIIMHUPOBAHHBIX
UMU TIPOLIECCOB, T.€. YCTaHOBIIEHHE 3a HUMHU uaeHTudukaropa (login, Username),
Ha 0a3ze KOTOporo 0yJIeT OCYIECTBIATHCS pa3rpaHUYEHe JOCTyIa B COOTBETCTBUU
C MPUHIUIIOM 0OOCHOBAHHOCTH JIOCTYTIA;

— MpOBepKa MOJJIMHHOCTH MOJb30BaTesiel (ayTeHTU(UKAIMSA) HAa OCHOBE
apoJIei;

— peakIiisi Ha MOMbBITKA HECAHKIIMOHMPOBAHHOTO AOCTyNa (CUTHAIU3alus,
OJIOKMPOBKA U T.1.).

6.12. CpencrBa obecrnieuenust 0€30MacHOCTH UH(OPMAITUU

Hnst  obecrieuenuss WHGOPMAIIMOHHONW  O€30MACHOCTH  MCTOJB3YIOTCS
CJIEIyIOLIME CPEICTBA 3AIMTHI:

duznyecKkue cpeacTBa 3allUThI

®dusuyeckue Mepbl 3alIUThl OCHOBAHBI HA TMPUMEHEHHHM pPa3HOro poja
MEXAHUYECKUX, DOJEKTPOHHBIX WM 3JICKTPOHHO-MEXaHHMUYECKUX YCTPOWCTB U
COOpPYKEHM, CHEUMaTbHO NpPEJHA3HAYEHHBIX JUIS CO3AaHUA  (PU3MUYECKUX
NPENATCTBUNA Ha BO3MOXKHBIX MYyTSIX MPOHUKHOBEHUS M JOCTYIA MOTEHIIMATBHBIX



HapyIIUTENeH K KOMIIOHEHTaM CHUCTEMBI U 3alHMIIaeMOi WH(GOPMAIMU, a TaKKe
TEXHUYECKUX CPEACTB BHU3YaJIbHOTO HAONIOJACHUS, CBSI3M W  OXPAaHHOU
CUTHAJTA3AIIHH.

s obecrnieueHust buzmgecKo 0€30MacHOCTH KOMIIOHEHTOB
WH()OPMAITMOHHBIX CUCTEM HEOOXOIUMO OCYIIECTBIISAThH PsJl OpPTaHU3AIMOHHBIX U
TEXHUYECKUX  MEPONPHUATHH,  BKIIOYAIONINX: TMPOBEPKY  000pYyIOBaHUA,
MpeIHa3HAYCHHOTO /711 00paboTKN HH(pOPMAIINH, HA:

— HaJu4He CIEIHalbHO BHEIPCHHBIX 3aKIaIHBIX YCTPOUCTB;

— BBEJCHUE OTIOJHUTEIBHBIX OTPAaHWYEHUN IO JOCTYIYy B TOMEIICHHSI,
MpeIHa3HAYCHHBIC JJIsl XpaHEHUs 1 00pabO0TKN MHGOPMAIIHH;

— o0opyaoBaHue cucTeM HH(DOPMATH3AIUN YCTPONUCTBAMH 3aITUTHI OT COOEB
AJIEKTPOIUTAHUS U TIOMEX B JIMHUSIX CBS3H.

TexHuUecKkue cpecTBa 3aIUTHI

Texnuueckue (anmmapaTHO-IPOrpaMMHBIE) MEphI 3alllUThl OCHOBAHBI Ha
UCITOJIb30BAHUU PA3JIUYHBIX DJIEKTPOHHBIX YCTPOUCTB U CIICIIMAIIBHBIX MPOTPAMM U
BBITIOJIHAIOMIMX (CaMOCTOSTENIbHO WM B KOMIUIEKCE C JPYTUMHU CPEACTBAMHU)
byHkuuu  3anMThl  (MACHTU(GUKAIMIO U ayTEHTU(UKAIUIO T0JIh30BaTeleH,
pasrpaHUYeHHE JJOCTYIIAa K pecypcaM, perucTpalfio COOBITHI, KpUnTorpadguieckoe
3aKpbITHE HH(DOPMAIUY U T.1I.).

C yderoM Bcex TpeOOBaHMII M NPUHUMIIOB oOecnedeHus: Oe30MacHOCTH
nH(OpMAITUH TI0O BCEM HAIPABIICHUSM 3aIUTHl B COCTaB CUCTEMBI 3aIIUTHI JTOHKHBI
OBITh BKJIFOUEHBI CJICTYIONINE CPEICTBRA:

— CpeICTBA pa3rpaHUYCHUsI IOCTYTIA K TaHHBIM;

— CpeICTBAa PETUCTpAIlMU JIOCTyNMa K KOMIIOHEHTaM WH(POPMAIMOHHOM
CUCTEMBI U KOHTPOJIA 32 UCTIOJIB30BAHNEM HH(POPMAIINH;

— CpeICTBAa pEarnpoBaHWsS Ha HAPYIICHHWS peXuMa WH(POPMAIMOHHON
0€30IacCHOCTH.

Ha TtexHuueckme cpemcTBa 3allUThl BO3JIAraeTCsl PEIICHUE CIICTYIONTUX
OCHOBHBIX 3a71a4:

— uaeHTUPUKAUS U ayTeHTU(UKAIUS TOJIb30BaTeNel MPU MOMOIIH UMEH
WM CTICTIMAJIBHBIX allapaTHBIX CPECTB;

— periamMeHTaIys U yrpaBieHrue JOCTYIIOM T0JIb30BaTeliel B MOMEIIEHUs, K
(U3UYECKUM U JIOTHYECKUM yCTPOMCTBAM;

— 3alUTa OT MIPOHUKHOBEHUS KOMITBIOTEPHBIX BUPYCOB U Pa3pyIIUTEIHLHOTO
BO3JICHCTBHSI BPEIOHOCHBIX TIPOTPAMM;

— perucTpamusi BCeX ICHCTBUI TMOJB30BATENSl B 3aIIUIIEHHOM KypHAaJe,
HAJIMYHME HECKOJBKUX YPOBHEH PErUCTpalliy;

— 3alIUTa JaHHBIX CHCTEMBI 3allUThl Ha (alIOBOM cepBEpe OT JOCTyma
MOJIb30BaTeNIe, B YbM JOJDKHOCTHBIC OOS3aHHOCTHM HE BXOJUT padoTa ¢
nH(pOpMaIUHU, HAXOAAIICHCS Ha HEM.

Cpencrsa uacHTUGUKAINY U ayTeHTU(UKAITUN TI0JIb30BaTeIeh

B nensix nmpepoTBpainenus paboThl ¢ pecypcaMu HH()OPMAIIMOHHBIX CUCTEM
MOCTOPOHHUX JIUI] HEOOXOAMMO O00ECIeYNTh BO3MOXKHOCTH paCHO3HABAHMUS
KKIOrO JICTAJIBHOTO TMOJb30BaTeNs (WM Tpymm mojb3oBateneit). s



UACHTU(GUKAIIMK MOTYT MPUMEHSITHCS PA3IMYHOTO PoOJia YCTPOMCTBA: MAarHUTHBIE
KapTOYKH, KITIOUYH, KIIFOUEBbIE BCTABKH, TUCKETHI U T.I.

AytenTudukanus (MOATBEPKACHUE MOMJIMHHOCTH) MOJB30BATENEN TaKXKe
MOKET OCYILECTBIIATHCS:

— MyTeM MPOBEPKU HAIUYHUS Y MOJIb30BaTENCH KAKUX-IMOO CHEUaTbHBIX
YCTPOUCTB (MAarHUTHBIX KapTOUEK, KIIFOUYEH, KITFOUEBBIX BCTABOK U T.]1.);

— IMyTeM MPOBEPKHU 3HAHUS UMHU MAPOJICH;

— MyTEeM MPOBEPKH YHUKATIBHBIX (PU3NUECKUX XAPAKTEPUCTHUK U MTAPaMETPOB
caMuX MOJIb30BATENEH IPH MOMOIIH CIIELHATIBHBIX OMOMETPUYECKUX YCTPOUCTB.

CpencTBa pasrpaHdyeHus JOCTyIa

30HBI OTBETCTBEHHOCTH M 33Ja4d KOHKPETHBIX TEXHUYECKHX CpEACTB
3aIMTHl YCTAaHABIMBAIOTCS UCXOJS M3 HUX BO3MOXKHOCTEH M 3KCIUTyaTallMOHHBIX
XapaKTePUCTHK, OMMMCAHHBIX B IOKYMEHTAILIMN Ha TaHHBIE CPEJICTBA.

TexHuueckue cpeacTBa pa3rpaHUdYeHUs JOCTyNa JOJDKHBI IO BO3MOXKHOCTH
OBITh COCTaBHOM YaCTbIO €IMHOM CUCTEMbI KOHTPOJIS IOCTYyIA:

— Ha KOHTPOJIUPYEMYIO TEPPUTOPHIO;

— B OT/ICNIbHBIC TTIOMEIIICHUS;

— K KOMIIOHEHTaM MH(QOPMAIIMOHHOMN CpPe/Ibl U 3JIEMEHTAM CUCTEMBI 3aIUThI
[11n (usnueckuii 1OCTyI);

— K uHGOPMAILMOHHBIM pecypcaM (JOKyMEHTaM, HOCUTENSIM HMH(OpMalny,
daiinam, Habopam JTaHHBIX, apXHBaM, CIIPaBKaM U T.J1.);

— K aKTUBHBIM pecypcam (MIPHUKIaJHBIM IPOTpaMMaM, 3aa4aM U T.11.);

— K OIEpallMOHHOW CHCTEME, CUCTEMHBIM NpOorpaMmaM M MporpaMMmam
3aILUTHI.

CpencrtBa o0ecriedeHHst U KOHTPOJIS LIEJI0CTHOCTH

CpenctBa obecrieyeHHs 1IEIOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpelCTBa
pPE3epBHOIO KOMUPOBAHUS, IMPOTPAMMbl AHTUBHUPYCHOHM 3alllUThl, MPOTPaMMBbl
BOCCTAHOBJICHUSI 1IEIOCTHOCTH ONIEPAllMOHHOM Cpe/ibl U 0a3 TaHHBIX.

CpenctBa KOHTpOJIS IIEJIOCTHOCTH HMH(OPMALMOHHBIX PECYPCOB CHUCTEM
OpeJHa3HaYeHbl JUIsi CBOEBPEMEHHOTO OOHapyXeHHs MoIu(pUKALUA WU
UCKAKEHUSI pecypcoB cucTeMbl. OHU TO3BOJISIOT 00ECHEeYUTh MPABHIBHOCTh
(GYHKIIMOHUPOBAHMUST ~ CHUCTEMBl  3aIUTHI W IEJIOCTHOCTh  XPaHUMOW U
oOpabatbiBaeMoi HH(pOpMaIUK.

KoHTposb 1emocTHocTH HMH(POPMALMM M CPEICTB 3alIUThI, C LEJbIO
oOecrieyeHuss  HEM3MEHHOCTH  HMH()OPMAIMOHHOW  Cpellbl,  ONpeaesieMoi
MPEaYyCMOTPEHHOM TEXHOJOTHEN 00pabOTKHU, U 3alUThl OT HECAHKIITMOHUPOBAHH O
MoAr(pUKALUKA UHPOPMALIUU JOJIKEH 00eCTIeYnBaATHCS:

— CpeACTBaMM pas3rpaHUYEeHHs JOCTyMa (B MOMEILIEHUs, K JOKYMEHTaM, K
HOCUTEJISIM MH(OPMALIMH, K CEpBEpaM, JIOTUYECKUM YCTPOUCTBAM U T.I1.);

— CpeICTBAMHU BJIEKTPOHHOU MOAINMKCH;

— CpeICTBaMM TMOJACYETa KOHTPOJBHBIX CyMM (i1 UCIOJIb3yeMOro
MIPOTPaMMHOT0 00€CTICUCHUS ).



CpencrtBa  ONEpaTUBHOTO  KOHTPOJS M PETUCTpAalUU  COOBITUH

0€e30I1acHOCTH

CpencrtBa 00BEKTUBHOTO KOHTPOJISL AOJDKHBI 00€cIieunBaTh OOHAPYKEHHUE U
perucTpanuio Bcex coObITU (meicTBUil mosp3oBareneid, nonbiTok HCJ u T.1.),
KOTOpBhIE MOTYT TOBIIEYh 3a COOON HapyllieHHEe O€30MacHOCTH U TPUBECTU K
BO3HMKHOBEHUIO KPU3HUCHBIX CHUTyalMid. AHanu3 CcOOpaHHOM CpeacTBaMu
peructpanuu MHGOPMALMU TO3BOJIET BBISIBUTH (DAaKThl COBEPILICHUS HAPYIICHUH,
UX XapakTep, IMOJCKa3aTb METOJ €ro paccieloBaHUs U CIOCOOBI IOMCKa
HapylIUTENsl W ucHpaBieHus curyauuu. CpencrtBa KOHTPOJIS M perucTpanuu
JOJKHBI TIPEJOCTABIISATH BO3MOKHOCTH:

— BEIEHUS W aHaju3a >KypHAJIOB PETUCTpAllMU COOBITHII 0e30macHOCTH
(cHCTEMHBIX >)KYpHAJIOB);

— MOJyYEHUs TBEPIOM KONMUU (MeyaTH) >KypHala PETrUCTPALMH COOBITHMA
0e301acHOCTH;

— YIOPSIOYEHUS KYPHAJIOB, & TAK)KE YCTAHOBJICHHS OIPAaHUYEHUN Ha CPOK
UX XpaHEHUS;

— OIEpPaTUBHOTIO OMOBEUIEHUS AIMUHUCTPATOpa O€301MacCHOCTH MH(POPMALUH
O HapyUICHHUSIX.

[Ipu peructpauuu coObITHII  O€30MACHOCTM B  JKypHaje JIOJKHA
(UKCUpPOBATHCA CAEAYIOIIAs HHPOPMALIHS:

— JlaTa 1 BpeMs COOBITHUS;

— uneHtTu@ukarop  cyOBeKTa,  OCYHIECTBIISIIONIETO  PETUCTPUPYEMOE
JICUCTBUE;

— JieiicTBUE (THUII JOCTYIA).

6.13. Kontposb 3¢(heKTUBHOCTH CHCTEMBI 3aIUTHI

KoHTtposb 3 pekTuBHOCTH 3a1UTHl HHPOPMALIMH OCYLIECTBISIETCS € LIEIbIO
CBOEBPEMEHHOT'O BBISABJICHHUS U TPEIOTBPAIICHUS YTEUKM HMHPOPMALMM 3a CYET
HECAaHKIIMOHUPOBAHHOTO JOCTyNa, a TakXke MPEeAyNpexICHUs] BO3MOMKHBIX
CHelUalbHbIX BO3JCHCTBUN, HAIMpaBICHHBIX HAa YHUYTOXXEHHE HWH(OpManuwy,
paspyuieHue cpeAcTB uHpopMaTuzauumu. KOHTponb MOXET NpPOBOAMUTHCA
IPUBJIEKAEMBIMU JJI 3TOM L€ OpraHU3alUsIMHU, HMEIOLIMMH JIMLEH3UIO HA 3TOT
BU/JI ACSTENBHOCTH.

Onenka d(h(EKTUBHOCTH Mep 3aluThl WH(OpMAIMKU TPOBOAUTCS C
UCITOJIb30BAHUEM TEXHUYECKUX M MPOrPAMMHBIX CPEICTB KOHTPOJISI Ha HPEIMET
COOTBETCTBHS YCTaHOBJIEHHBIM TPEOOBAHUSIM.
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